sysdig

EEEEEEEEE

o Steps

to Securing
Microsoft Azure
Infrastructure



5 STEPS TO SECURING MICROSOFT AZURE INFRASTRUCTURE

CHECKLIST:

02

b Steps to Securing Microsoft Azure
Cloud Infrastructure

As cloud adoption accelerates, there is a growing need to manage security risks within these
dynamic environments. Organizations can be overwhelmed by the sheer number of cloud
services they need to secure. A single service misconfiguration can lead to a serious data
breach, but the reality is that human errors are impossible to avoid. To stay on top of security
gaps and risk, automation is required.

According to Gartner®, “through 2025, over 99% of cloud breaches will have a root cause of a
customer misconfiguration or mistake.” They also predict that “70% of workloads will be hosted
in the public cloud by 20251.”

Imagine a scenario where you notice someone is scraping user information from a Microsoft
Azure Blob Storage container that you thought was private. A security engineer investigates,
and after a few hours of work, discovers a manual change that granted public access to the
storage. Even worse, they discover many other unplanned storage configuration changes. They
feel lucky that one of those modifications triggered the investigation.

How can you keep track of constant additions and changes to Microsoft Azure cloud services?
How can you flag misconfigurations and suspicious activity? How do you focus on the alerts
that signal a real threat? The ability to correlate cloud security posture management scans,
cloud permission analysis, compliance checks, and real-time threat insights has been a
significant gap for organizations adopting the cloud. Tackling security risks in the cloud requires
visibility powered by runtime insights.

Our five steps outline how organizations can set up the security strategy to follow as they move
to the cloud.
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! Gartner, Risk-Based Evaluations of Cloud Provider Security, Charlie Winckless, Jay Heiser, 16 January 2023.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and
internationally and is used herein with permission. All rights reserved.
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Discover
Cloud Assets

N/

\/

N/

N/

dentify the systems, services, and
workloads running in your cloud
environment. Determine if they are
properly configured to be secure and
compliant.

Map cloud assets, including accounts,
VPCs, regions, storage buckets,
databases, etc., to their corresponding
laC manifest.

Understand where your sensitive data
(e.g., customer data, data governed
by compliance regulations) is stored
and processed across your cloud
environment.

Monitor activity across the assets in your
cloud environment.

Inventory

X Publicly Exposed ex X

fargate-events-trigger-kubectl-tr..

lonitoring (18,000)

store-frontend-ping-mysql

Resource Type Ci

kube-exec-events

Resource Type StatefulSet

alertmanager

In the dynamic landscape of Microsoft Azure
environments, achieving robust security and
compliance necessitates a holistic approach.
This entails comprehensive identification and
mapping of cloud assets, coupled with a keen
understanding of sensitive data locations.
Organizations benefit from a unified view

of cloud activities, simplifying adherence

to security and compliance standards. This
strategic approach empowers your business
to navigate the complexities of the cloud with
confidence and precision, safeguarding your
data and operations.
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Manage Static

Config
Risk (C

v/ ldentify risk, poor practices, or erroneous

configura

uration
SPM)

tion settings, gaining visibility

into the current security posture of your

Microsoft

Azure environment.

v/ Detect misconfigurations such as
unsecured data storage, excessive
permissions, use of default credentials
and configurations, disabled security

controls, unrestricted access to ports and

services, and unsecured secrets.

v/ Get remediation procedures with
implementation guidance using
the Microsoft Azure console, or CLI
commands to harden your security
posture. Automate remediation pull
requests to the corresponding Git
repository that holds your cloud and
Kubernetes configuration.

All Risk

T Severity

¢  Open

Workload | Cryptominer Detected + Publicly Exposed -
+ Critical Vulnerability + In Use + Failing Privileged Control

Affected Resources

P Store-frontend

Showing 1

& S3Bucket | Accessible in 4 hops

& EC2 | Publicly Exposed + Critical CVE In Use

@ security Group | Changed to Public

# EC2|IMDSv1 Enabled + Overly Permissive IAM Role Attached

v/ Check your cloud configuration against best
practice standards for securing cloud services
such as the CIS Microsoft Azure Foundations
benchmark, community-sourced guidance, or
your own security baseline.

v/ Detect misconfigurations and compliance
posture drift when cloud resources are created,
deleted, or modified.

The proactive identification of risks — detecting and
addressing misconfigurations — from unsecured
data storage to unchecked access permissions,

is a critical practice for cloud security. Aligning
cloud configurations with industry benchmarks

and security baselines strengthens your overall
security posture. Moreover, automating remediation
procedures streamlines the process and reduces
the potential for human error. In the pursuit of
safeguarding your Microsoft Azure infrastructure
and workloads, these practices collectively empower
your organization to mitigate risks and effectively

Finding Categories

)

<3

Resource Info

A stack-ranked list reveals the most concerning and urgent risks across

your environments
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Prevent Cloud
Permission Risk
(CIEM)

v/ Access reviews must include the
identification of active and inactive users
and their associated permissions.

+  Apply the just-enough permissions
needed to perform core tasks.

v/ Review your Microsoft Azure identity and
access management (IAM) permissions

on a regular basis.

POSTURE

Identity and Access Management

Avg Policies Per User
Average # of Policies per User
Account Average

845151661675 679

Roles with Unused Permissions Avg Policies per Role
Roles with most
Role Account Unused Permis Account
cfnresource-type-publi. 845151661675 15053 84515

ManagedOpenshiftS

udc

POLICIES

Policies with Unused Permissions Avg Permissions per Policy
missions Policies have

Account Average

845151 5 16766

v/ Track your progress towards a stronger IAM
security posture with visualization tools or
dashboards that summarize risks.

Excessive permissions granted to accounts

and roles present a prevalent security issue
within the cloud. The complexity arises from

the amalgamation of resources, actions, and
identities within IAM policies. Implementing the
principle of least privilege access is paramount in
mitigating the risk of data breaches. Sound IAM
practices help to thwart potential threats related
to privilege escalation and lateral movement.

LEARNING @1 @ 1

© Download CSV

Users over time

Roles over time

Permissions over time

Total
Pernissions10,089
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Continuously Detect
and Respond to
Cloud Threats

v/ Correlate assets with cloud activity
and visualize risks and exploitable links
aCross resources.

v/ Combine context from runtime insights
such as in-use vulnerabilities and in-use
permissions with static assessments,
including misconfigurations and known
security flaws, to help prioritize what
matters most.

v/ ldentify changes in the configuration
of cloud resources (e.g., storage,
databases), infrastructure ports for
virtual servers, containers, and container
orchestration platforms.

v/ Detect process execution patterns for
unexpected behavior or remote code
executions.

v/ Examine data from past incidents to
detect patterns.

Events Overview v

Azure

Events By Severity

Real-time cloud activity monitoring is vital
for identifying unusual activities within
your cloud control plane, among users, and
across services. Cloud attacks can occur
within as little as 10 minutes following a
breach. The effectiveness of detection hinges
on knowing where to direct your focus.
Without these elements, organizations may
find themselves operating in the dark. A
lack of information or, conversely, too much
information with no clear identification of
risk, leaves teams struggling to discern
priorities and ultimately compromises your
security posture.

Kubernetes

Sop19,200:00 PM

Top Policies

Policy Name Triggered

Runtime N

ime Threat Intelligence

Events by MITRE ATT&CK® Tactic & Technique

Recomnaissance  Resour nitial Access. Execution Persistence Privlege Escalation
T TAo001 TA0002 ThoD03
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Create Account
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66— ——————————————
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Validate Cloud
Compliance and
Governance

N/

N/

N/

Adopt and automate compliance policies
with policy-as-code controls that enforce
security standards and frameworks like
ISO/IEC 27001, NIST 800-53, PCI DSS,
SOC 2, FedRAMP, and MITRE ATT&CK®,
among others.

Align resources strategically to business
units or environments so security teams
can gain a deeper insight into the
required security posture for workloads
and the underlying infrastructure.

This helps teams simplify compliance
validation for auditors and customers.

Continuously track cloud compliance
progress against frameworks and
standards, with detailed reports and
security findings. Accelerate mean

time to response (MTTR) with guided
remediation playbooks and suggestions.

POSTURE

Compliance

Zone/Policy Passing Score

CIS Google Cloud Platform Foundation Benchmark Results

CIS Docker Benchmark Results

DISA Kubernetes Security Technical Implementation Guide (STIG) Res

CIS Azure Kubernetes Service (AKS) Benchmark Results

CIS Kubernetes V1.23 Benchmark Results

CIS Google Kubeetes Engine (GKE) Benchmark Results

1CISO Case

PCI-DSS 4.0 Results

Managing compliance typically means
contending with a myriad of standards and
regulations, some mandatory, some optional,
some region-specific, and many overlapping.
Failure to meet these standards and
regulations carries substantial risks, including
damage to reputation and hefty fines.

v

Requirements Failing Controls to Fix Resource Violations by Severity Accepted Risks
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Summary

In the cloud, every
second counts

Attacks move at warp speed, and security
teams must protect the business without
slowing it down. Sysdig stops cloud attacks
in real time, instantly detecting changes in
risk with runtime insights and open source
Falco. We correlate signals across cloud
workloads, identities, and services to uncover
hidden attack paths and prioritize real risk.
From prevention to defense, Sysdig helps

enterprises focus on what matters: innovation.

Dig deeper into how Sysdig provides
continuous cloud security for
Microsoft Azure..

GET PERSONALIZED DEMO —>

sysdig


https://sysdig.com/request-a-demo/
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